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ABSTRACT: International sanctions against the commission of technological crimes by terrorists on  Review History:

virtual platforms constitute one of the complex and emerging challenges in international law, requiring  Received: Oct. 06, 2024

a precise analysis and evaluation of the existing legal capacities in this area. Given the increasing Revised: Dec. 08, 2024
technological threats and the growing use of the internet and virtual platforms to commit terrorist crimes,  Accepted: Mar. 12, 2025

the international community is seeking strategies to address these threats and limit the activities of  Available Online: Mar. 19, 2025
terrorists on virtual platforms. In this context, economic, financial, and trade sanctions against individuals
directly or indirectly involved in the commission of technological terrorist crimes are recognized as an  Keywords:
effective tool to counter these threats. However, several legal challenges exist regarding international
sanctions, including difficulties in identifying and accurately assessing the commission of technological
crimes by terrorists, coordination among states, methods of enforcing sanctions, and ensuring the
protection of human rights during the implementation of these sanctions. These issues must be addressed
in the development and implementation of an effective and comprehensive legal framework. In this ~ Virtual Platform Security.
regard, international organizations such as the United Nations, the European Union, and other member

states are working to establish the necessary rules and guidelines for the effective imposition of sanctions

against individuals and terrorist groups involved in technological crimes on virtual platforms. However,

challenges such as a lack of transparency, consistency, and coordination in enforcing these sanctions still

persist, necessitating enhanced international cooperation and a revision of the existing legal structure.
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4. Sanctions Prohibiting Entry and Exit (Travel Ban)
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- United Nations. (2024, June 10). Resolution 2734 (2024) [S/
RES/2734 (2024)]. Security Council. https://documents.un.org/doc/
undoc/gen/n24/164/83/pdf/n2416483.pdf?_gl=1*1def6i9* ga*OD
A3MjM30DkwLjE10ODkzNjgwMzc.* _ga TKIBQL5X7Z*czE3N
TQ2NDUyMzckbzQ5JGewIJHQxNzUONjQ1MjM3JGo2MCRsMC
RoMA

6. https://main.un.org/securitycouncil/sites/default/files/eot_travel
ban_english.pdf

7. https://esil-sedi.eu/wp-content/uploads/2018/04/Birkhauser.pdf
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- United Nations Security Council. (2018, July 13). Resolution 2428
(2018). https://docs.un.org/en/S/RES/2428(2018)
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1. IT Sanctions

2. Media and Communication Sanctions

3. https://www.un.org/unispal/document/report-special-rap-
porteur-23aug24/

4. https://www.ohchr.org/en/special-procedures/sr-terrorism/inter-
national-standards-promotion-and-protection-human-rights-and-
fundamental-freedoms-while
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6. https://www.lawfaremedia.org/article/sounding-the-alarm-on-
digitally-enabled-sanctions-evasion
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1. Diplomatic or Political Sanctions (Sanctions by Government Of-
ficials)
2. Old Dominion University. (2020). ODUMUNC 2020 Issue Brief:
UN General Assembly Fourth Committee: Disarmament — The Role
of the Sanctions in Diplomacy. ODU United Nations Society. https://
www.odu.edu/sites/default/files/documents/ib-4th-sanctions-in-
diplomacy.pdf
3. Sanction Scanner. (2025, June 20). Economic sanctions vs. politi-
cal sanctions: Definitions and differences. Sanction Scanner. https://
www.sanctionscanner.com/blog/economic-sanctions-vs-political-
sanctions-924
4. https://www.unodc.org/edj/en/cybercrime/module-3/key-issues/
international-human-rights-and-cybercrime-law.html
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3. United Nations General Assembly. (2024, December 24). Reso-
lution adopted by the General Assembly on the report of the Third
Committee (A/79/460, para. 15): 79/243, https://docs.un.org/en/A/
AC.291/L.15

4. United Nations. (1999, December 9). International Convention
for the Suppression of the Financing of Terrorism. https://treaties.
un.org/pages/ViewDetails.aspx?src=TREATY &mtdsg_no=XVIII-
11&chapter=18&clang=_en

5. Financial Action Task Force (FATF). (2021). Opportunities and
challenges of new technologies for AML/CFT. FATF. https://www.
fatf-gafi.org/publications/fatfrecommendations/documents/opportu-
nities-challenges-new-technologies-aml-cft.html

6. United Nations Security Council. (2001, September 28). Reso-
lution 1373 (2001). Adopted at the 4385th meeting. https://www.
unodc.org/pdf/crime/terrorism/res_1373_english.pdf

7. United Nations Security Council. (2005, September 14). Resolu-
tion 1624 (2005). Adopted at the 5261st meeting. https://digitalli5
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Yy

oz |y gy el jlla dagSw () o cleMbl sl
Sl ez SS9 baj)lie) wile (olos yslid 5l acuns 95 25k oo
1528 e (9B (Slacoglis epl 2 09Me g0 0500 )l jl Oz
JSio by b 25 %0 sl ( Modlim casles (e (Kl pas
S5 ol g 938l (Theodore, 2017, p 231) &S o 42lse
ol S b5 s Sz & 5Ty e (llll
Al asly (63,8 slaodlil g oole pdye p g BB ke ul).ul;
9 U slocs ol 4 (g pod 3 (2brCudgioe 0394 Lo 125
ogMe g yoxie by o> 2l dy Llgi o &S S e dbul SleMb
P2y bl g Leloinl ol e b ool (il
SSisp olesd g hjeel «olbls)l (sladie) > ohga Wiyl oole
ool dbel jd ehea b ils -l (Moiseienko, 2024, p 27-29)
b5 51 0958 5 Ngdie gokae (538 Gst> 5 Sl el (e
Pl ) piy o> b 5 (o3le £330 4 sl Sl (6Kt gl slio
Olodd & oawyiawd Conl (Son 0020 glacgdgiome 2l (0S8 o
wsd slaelil ol cuned o3 ymnS llas g A8 dgdme |y bl
L ablio gl A8l chpmd (gl Boi> Cundg b sla)sdS )3 ofagh
o fSaly oo 5 s i 5 il e ol 6 datle o
B 3 S | 9 995 W y95 (513 0 300 @lo goSy &S
20,5 Laas ol 3l

I .5 81555 Sl oS 3 Ml (25 ko 3
08l Sglds (o CuaSle i alapille b (gilre slagSw )
St dxlge (gilxe slagS 3 olnl EMSUe ¢ 3D

P i G g Gilre g Cuial Gl jle -0
Mol SUw! (Bats ol ,S5 9,
(ke b 3y50 53 Calder oumnileiS 0594 ¢ Mol o sl

yan oSyl ml > ade oo Jlo flojlo (gudlgish 5 €V N g

2 CaaSl Jlosl & ol 005 atbyudy ol ol (glodyinS psbay il b 3 )
2 35S 3 1y )38l b s l3dlecin bl ol slal pales il o (sjlre (slia
3 e il byl Jlo > (s3lre (sl Sl (sl slal il )
Saly g (s csle) 35 (0 )8 ar g8 3y90 sl sl bajlble s g e

(¥D o AF-Y
2. The Convention on Cybercrime (Budapest Convention, ETS No.
185) and its Protocols, https://www.coe.int/en/web/cybercrime/the-
budapest-convention


https://docs.un.org/en/A/AC.291/L.15
https://docs.un.org/en/A/AC.291/L.15
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-11&chapter=18&clang=_en
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-11&chapter=18&clang=_en
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-11&chapter=18&clang=_en
https://www.unodc.org/pdf/crime/terrorism/res_1373_english.pdf
https://www.unodc.org/pdf/crime/terrorism/res_1373_english.pdf
https://digitallibrary.un.org/record/556538?v=pdf
https://digitallibrary.un.org/record/556538?v=pdf

YF U asao APV liaej g 5mb oF ojlosd F 093 ¢ oolw o> 00,9, ole &y il

ey 20 yge sl o Mellom slag,Sen Cogti
S sbose )l Cud b g bl

SRl 65,4 Jols dacuns 55 (g9 5l ail5ld Clilix SIS
Srog)S & gy o 5 Sl )l csjuaeln polatodr (Jlomo
ol el Glaylil plgisa gilre (glagSis bl oo gy
ol oo S 5 o e g (o3 HIS3 5 (e led
Sl mlr pogad ) Cunbdy el Cole Gk el g
Srbe ml Glyea igimbe ml ale doie Jlo plojl (5eilesS
035 g sl (g 95 Slaal

Ol o b ool b lae 25 cnl S5 sl2l cnl wéye
5 b SBOE ied g ol Soi> ol g o ol (b
S )Son Cosls ol ply Cosl dalge ilien (olajgdS (o (Soi>
ol G2l 3 Wlgie e o0 sl g 2y 0 (Sealer g (Malloe
Al 58 8l Ky Slalidl ise 51 T8l o b yills

b 25 sl > (oo b )Son =) =2

i pgatedy gibre slagSs ) odlatel ol glid
Sl ol (s Slagg (o plie el g umyg5 slacled
S & by 1y gune (gloyguiS Mallin (njlge Ncusl 03,5l 29294
oo ygmlysS (Spmdy $930 0 (s yg)f Sl g8
O9dl3iS g 5 (o (3mal 05y 0 gy all e manlsS s
pile ) 1a)gdS lagypmulysS cnl 25l oo s rmbe w2 3590 13 Canlg:
Lz g o5 wolod walals (glaigSar 1) 393 (3D e b a8 o
9 et (g jlre sy 3 Loy 9,5 ailyolid

i gacodgioe 5 b ol dlsl Jolds o Madl oy (slaws 25
45,5 JS4) g5 Jlo lio (el 98y (sl (5550 3 ey
O pie Sacglds § pui Goi b olas s o il (Jb ol b Sgd oo
Sog)l drwgi 5 ol (Sialas siojls o sl (B Glizes Lo
o558 allysld bl @8 sl Ailioe joya 5 Salon S8
Casl (5)90 )9S e Ml ol g ()l ¢ gilome (slogSs
Caley 5 e g 00 gm0 31 9925 el Sler il a1
(Packin & Volovelsky, 2024, p 87-89) >4

3. https://www3.weforum.org/docs/WEF _The Global Risks Re-
port_2024.pdf

4. https://www.unodc.org/documents/terrorism/Publications/Legis-
lative_Guide Universal Legal Regime/English.pdf

YA

08z sl ogrg (il bl 03l )18 d g5 )90 31 L8 5 ()l
0 D WIS Cundg b (alacdyd ofgds diygdS (B ) syl
298 o Sl ()5 laylpl Sl edlitlegu Sludines g5 oo ey (3o
)5 sopad w255 9 ole ol LA (b (Wl

5 VWA Cgas iy Goi> Sl 4Med (Mol g
» Colyon VP Cpas (b 5 S3o Goi> Mlliw gl
e > 85y 48T G jg 505 CliBl y> ply g Coley po3)
9 r Boi 3 (e (63,509 3B L 58 VoYY (ondlelS gzl
sy 3y Gsis cpl g See slalittal Cal 03,8 3 canls Lo
o ol 5 35l w8 (il (slagSis )3 tuwnyg 8 SoCulled g8 o
el (391 (SPB 9 il (Dygpd Jyol Cozly 3 Bro soba |
Sl mlp ade oo Jlo Glojlo fapuilyss al2l Jlais IS
St > (Sl Sl g o o5 (gjlwesly 13 dgr9e ol 4
S50y S Sheme (Il P9 ldl dlex Sl sbre (slagSis
slacsygld B2k 5l e 25 (35 593 SISl 9 bayguiST (SIS (3ls8 i
2 OmedleS ool il l @ Gl 3 cunl 03,87 o)lal iy
Cagl 5 o bl gaially )] (Sl bl g
2 18T Mallie s )3 sy 5 2l (rawtiz (slas)Son
(Fidler, 2025, p 764-766)

2 3590 )3 Cunldgr (yomdleiS 0294 Malloyn Sl (S5l
ol 2 gyl maly ade o o lojl fgilyiS 9 (g pmlo
Ml gjlre Jlo sy iadia Sl o5 plai (Soi> o)l
Sl ollom (3 5 Bois s Sob drugi 5 (sunygy lyioee
L)l 5503 (gibme slagSiw ;5 Lot yg 5 ailjsld Chlis oS pu
i g J| o 5 sibre slags el Gl 385 b o
9 Sl b)lgjls dbul qeomuie (Soi> ol (295 ik
JHlpble) cusl (el g (o zolaw )3 ()9 Sl Jol 4 ol
(AS=AR o YRR

1. United Nations General Assembly. (1948, December 10). Uni-
versal Declaration of Human Rights (General Assembly resolution
217 A). https://www.un.org/sites/un2.un.org/files/2021/03/udhr.pdf
2. United Nations. (1966, December 16). International Covenant
on Civil and Political Rights. United Nations Treaty Series. https:/
treaties.un.org/PAGES/ViewDetails.aspx?chapter=4&clang=_
en&mtdsg no=IV-4&src=TREATY


https://www.un.org/sites/un2.un.org/files/2021/03/udhr.pdf
https://treaties.un.org/PAGES/ViewDetails.aspx?chapter=4&clang=_en&mtdsg_no=IV-4&src=TREATY
https://treaties.un.org/PAGES/ViewDetails.aspx?chapter=4&clang=_en&mtdsg_no=IV-4&src=TREATY
https://treaties.un.org/PAGES/ViewDetails.aspx?chapter=4&clang=_en&mtdsg_no=IV-4&src=TREATY

S92 25 cnl (99 P50 Sl gyl b oo ) (SLAS (Sinlen
2l adh jetue GledMbl Jols 5 Koo (g)an boygilS oS
sl sl bedss 1Sy (Gul & Ullah, 2024, p 603-604)
awgi |y ilme g p oo (S)la laoged § Salen Soi
WS Sy (98 SS9l I e y9)5 51050 5 B i
(i glagsw oyl o S Slaogr )l Casl )b 5l (silre
sbsly )3 gl o TaS o umyo Slgme p3L I 6 Sy
o9 4 pladl L)l 4wl o tanysy clacullsd Jlo ool b ablis
o @lio & Bun g5 (uyiwd 205 5 Jlo cdlis lp ulgs
locans 95 drde wiodin (lae 25 izmed Lyl apolos] el 03903
F3e ol laeS | i yg,5 oalatwl Cudgasme 10 03r5ds iloludl
(s lacyd b o Mol sla g, San cusar b byl ool .l
29 4y ilre oS )3 Wt 95 ailyglis bl Cof w4
@ qpogad mp g ol Ol dox Sl oty Goi> b 4 Jb e
(Nave & Lane, 2023, p 9-10) 5,b> 0354

b y55 ail)slid bl 58 o sl b 25 2l 2] sl )55k
ool ol dtisly g 25 530 gl 9 Ol 4 (gl slagSis
g oo Jlo plojlo s (Malliy lasles g 5l Baas b 20
SbrgSw 9 Lo yglid &) latuns )95 (o piasd 350 jolateds L)l 43131
9 059 SoaineS by bary o5 pl )l g oo Jlasl (giloe
Jols 1y gl b basye sla 25 )llas g Jlo glie 2o gilone

Jyol b Blas e o5 350 (sl 4 Ciboge gae (glaygdS 290

4. https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-
policies

5. Digital Services Act (DSA), 2022.

6. European Union. (2022, October 19). Regolamento (UE)
2022/2065 del Parlamento europeo e del Consiglio relativo a un
mercato unico dei servizi digitali e che modifica la direttiva 2000/31/
CE (regolamento sui servizi digitali). PE/30/2022/REV/1. https://
eur-lex.europa.eu/eli/reg/2022/2065/0j/ita
https://edri.org/our-work/eu-attempt-to-regulate-big-
8. https://opil.ouplaw.com/display/10.1093/
law:epil/9780199231690/1aw-9780199231690-¢1711?p=emailA
m8BWO05SKQlvU&d=/10.1093/law:epil/9780199231690/law-
9780199231690-e1711

/tech

¥4

@55 ) (5)Sen 4 bge (Malliy Shwl (389 gae sl )giS
Hellom gy 2l s Gopd Gk I )y wbles
Ol 4 gl dagmidlsiS pl pete dlox it
Gy 3mdlyiS g panygy Mo ool 5y 4 ey ol
el 4 pile |y gac (slaygus a5 35 0)l3l gyl mali 3)90
2 gy Sl Jlo el I Sy pglaiony B ols3
gl b woe Jlo plojle cuial slygd jloee (sibre (slagSi
Claaes 058y 3 Sl B a5 ale Mol clag 25
bl o die) ) ohgdr b (pl WS o Wl (g
sl Jolis w3l o g 039 Fho (3lme (glogSs 3 Locamsy y95 il glid
B399 sl (oolaiBl Cols Cusgion gy slacudgise da o)l
shed (Sl Cluls ololid ©jge ) wode Jlo jedie T4 o3le
bcuwygp 5 bedss ade (Ll jsba 1) olag o0 g il
Ao 95 dule om0 cogad b Coiol (glygd (o 0 S Jlasl
Wood, 2013, p 321-) 15 3056 |y b o 5 5 o gobie el 005
(325

95 Sdlad CoS 3 woie Jlo plojle (eges goone
)38 ol cpl ax 51 sl 035 bl (550 LB (gilre (slagSs
Jutes g bdolizhad Coguai Gyl 5l Lol o)l 1) cosal (glyes ol
La g alhsld cblis @y cost @ lolliyn slas,Sen
Ll Ban Cayle ) (eges gezme ojbpe Gibre lagSs )
ool g s o> Caley a2, Gt g Sl el e Sl
sl (sl p5Y g b salgs oo g (slaygtS 5l g 03,5 15T (00,3
2 ey Srelsd Jlo el | gt g gy Slsire
TAS gl |y (gilre (slagS

slagS (5508 sla Sz 5 pis G Lol (Jl e
s Hellom lag)len ©ygps il 5l (S plyear ilre

1. United Nations. (n.d.). United Nations Charter, Chapter VII: Ac-
tion with respect to threats to the peace, breaches of the peace, and
acts of aggression (Article 39). https://www.un.org/en/about-us/un-
charter/chapter-7

2. United Nations. (2018, April 20). The United Nations Glob-
al Counter-Terrorism Strategy: Activities of the United Na-
tions system in implementing the United Nations Global
Counter-Terrorism  Strategy (A/72/840). https://www.security/
councilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-
CF6E4FF96FF9%7D/a_72_840.pdf

3. United Nations. (2023, December 22). Terrorism and hu-
man rights (A/RES/78/210). Seventy-eighth session, agenda
item 71(b). https://docs.un.org/en/A/RES/78/210



https://www.un.org/en/about-us/un-charter/chapter-7
https://www.un.org/en/about-us/un-charter/chapter-7
https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/a_72_840.pdf
https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/a_72_840.pdf
https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/a_72_840.pdf
https://docs.un.org/en/A/RES/78/210
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/ita
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/ita

YF U asao APV liaej g 5mb oF ojlosd F 093 ¢ oolw o> 00,9, ole &y il

b o5 ol a9 gy (Silme slagSes ;3 diloyme glaclad ]
asis g Jbuswd Gledd 4 aw piwd 1155 da iS5 slaws! Jolis
oA e il bl (Sae b5 ool (Jl ool bl iz
Congldgy (gmileiS s el (slyigaudlyiS Ligd dxlge piy Bod>
Coley by siiel yolis B Wl o 50 sosie Jlo lojls (yaumileiS
5 Losly ol aige; 53 (Malliyer slags)an S Sinlan iy o>
9P SBCld 0o pw 4 35 alaS 5 )l sl )byl
LaS o S8 (g5l slagSn

@lolid > Sl i gy phe Jlo g ST sbags)Son
5 (gilre lasSi i yg,5 ailyslis wbls b mlie dlawd! 4
0529 09,5 (sladjlilisl g ol (glyads (sladolickad 335 odos joboay o
by dwodly ol 5 35505 b o) Sen (pl 9o plosil o pludl
@ esibre sagSi jin 3 Jlo sl 2 Hlee 5 SoSte la ST
T3S (oo S (53lore (slogSas 13 95 SBlad o (5l oo
el Bsi> Jpol corly 5> 2b el ool clal (Jl ool b
@ s 05 Cyge s Jol ol 5 pogad s i dlex
ole) g el 0l o G3ls8 p3lius g0 slodynl, 53 Cudidgo
el pdy Boi>

slapisly olobd o pulol (48 Bj)l5e) 5 (Jlo Cluwsa
2 Jb sladlls 4 bacu gy awpwwd LIS 5 S eSuie
G555 4 cibge Slumsge ] (e P 03 09,8 (sln kil ol
Bt lasygls ) oolial b bl 5 Miwn S (claiiS]s
gy gedlitulegw I dayiiSTy (gilecdlas slaylil dles ]
5 Cuiel Shgd gl ohg & cllollim oo MaiS iy

Lo pad Caydgdono g amw y955 (sla oyl sl jd ¢ Jlo pla8l 054 09,5

4. United Nations Security Council. (2019, March 28). S/PV.8496:
Seventy-fourth year, 8496th meeting. https://docs.un.org/en/S/
PV.8496

5. https://www.un.org/securitycouncil/ctc/sites/www.un.org.securi-
tycouncil.ctc/files/cted-technical-guide-2017.pdf

6. United Nations Security Council. (2025, January 10). Letter
dated 9 January 2025 from the President of the Security Council
acting in the absence of a Chair of the Security Council Commit-
tee established pursuant to resolution 1373 (2001) concerning
counter-terrorism addressed to the President of the Security Coun-
cil (5/2025/22). https://www.un.org/securitycouncil/ctc/sites/www.
un.org.securitycouncil.ctc/files/n2500570.pdf

7. https://www.un.org/securitycouncil/ctc/sites/www.un.org.securi-
tycouncil.ctc/files/cted_analytical brief on ppps_cft 2023.pdf

8. https://www.dt.mef.gov.it/export/sites/sitodt/modules/documen-
ti_it/prevenzione reati_finanziari/prevenzione reati_finanziari/
FATF-Annual-Report-2021-2022.pdf

Y.

ol sl g o)l el o s )gjle sl g s Jlalloy Boi>
g >3 Jles! (Dowlah, 2025, p 52-54) uiS™ (6515 0 0 s 25
Gt A 5l 52,0y plodl bl (slacodlil g ot s> cole) L il
335 S Ly 3

ahols wblis ale Ml sbmypzs sl > gy e
B> 9 Sl ol le Joli b (gilbme (slagSis )3 Lot gy
Jo plojls el (glygd e S 1 cand Sy 0 Sl caponl Iy
A g Shused o5 e sln el lasls plo 5 s
Sl elss oloms 25 (gjlme glagSiw )3 ohughs ((ng Srs)sts ]
WSS o Jlesl 1y (golail Molss Cus giao g youw (slacodgizwe da ol
2 o9t ey o0l Wil waod 1) aCan 95 (B g o e b
ol g (gilre (slogSw 1> lacuny g5 ail)slid Chls gy diw;
TSshe gly e o e ol g 9 il il il )
gt e e i eyl (sal 53 ol il e 5
2250 sy elaculed @ llas .l ( ogad w9 (63,5 (slaedl)]
bl Bot> A 4 e Wl o g sl g SleMbl &y w yiwd
Db o055 5 Syl lolas] ogde 435,53 (63,8 (slaedll g oy o
o e 568,56y s g 305 85 2395 oo S
ol 5 ogad m ol bl aej 5 ohigas e Mallis clge b
«syc) ;) (Stanciulescu Alexe, 2025, p 6-7) il bl yon ilonio
S Canl (4998 o 25 sl )yl Boi> (A8 )5Sty sl
Dol cule,y b g aygpd g conls Juol 4 dogi g cBd b Bai> ciloladl
Pl (638 (o> y odd Jles! slacydgiome o (el slaciin le
Slogs)Sen Cusii o b 23 2l ol )i open 3,5
S SaS ol o) a2 e U ygutS oo Liad

Lzz»rvs):u Cugdi g d)’bﬁﬁé)lé 61);. UUAJI‘_,» s Ken -V =#
09,5 g aoxie Jlo kel (slyad Goyb jl oo o Jolliyn laws o5

Sy 9 B 95 (659l8 9 Jlo molio 1005 B by ¢ Jlo pladl o3,

1. https://www.un.org/counterterrorism/sites/www.un.org.counter-
terrorism/files/unoct_establishing_law_enforcement web.pdf

2. https://www.un.org/securitycouncil/ctc/sites/www.un.org.securi-
tycouncil.ctc/files/ctc_cted factsheet ict oct 2021.pdf

3. https://discovery.ucl.ac.uk/id/eprint/10054303/1/Kavanagh%20
Carr%20Bosc0%20and%20Hadley%?20final%20submitted%20
copy.pdf.pdf


https://docs.un.org/en/S/PV.8496
https://docs.un.org/en/S/PV.8496
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/n2500570.pdf
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/n2500570.pdf

oo 4wy Dl 5 (eoladl glacudgize p Joide Jsore
ol ey Ao ool (sgm 5l o505 ol edas LBl so ail5id
2 s o5 lyal il Wb o Jlosl byl asdlos] g soxie Jlo ol
S a8lg o aunn 95 & |ztcanl ol jon (oo il b (5bre (slogSs
IS 65l 000 o 325l (035 99 sl 55 5ey slasylid

Sl @ler wojls b S50 lpl Glp nlnle
@ il oS ppied &b ply (S) laylpl dwgi g 0318
Ol odzmn Slaisyglid | acun jo 5 o3kl 9 (392 S yated >
Sen w25 (35 Fhe lp djlece Jsds |y lag 25 sl 2l
ol 3l 6y9p8 (SHa 5 lulid slacsyglis dnwgi 9 Molliw
Hellowm 9 (o (198 plee (Kinlod 5 (Soi> sloogz )l Copis i,
Sl 5 il slogSs 3 bacans 95 allygls Cllix 08y jskaio &
sl Jloygy slabasMe BB cuenl | gilre sgSs > b 20
CsSpo & PB QLS 4 )9S g oyl e Sl S
2 LS b 125 9 Cond (5ilme slagSiw )3 Lo y95 4ily5l8 Slli>
Sly 50 Wilgi oo SleMbl o5 5 (Mllin )10 5 (Kalon ©)90
@ Juomd (GHla byl Cogl Jold bl 1a)giS (g lSen 29l
23y gy 25 b 0l alal (looles Sajael g ledlbol (6,512l
g Jlas! ey 5 5550

sbog)ly kel 5 bl Pl Mallon s Ko
bl o g oylas oasofl Rl Gy g Sialen  Soi>
@S o ey Cal (Sl (gibre lagSis ) w55 ail)5ld
5 Ml 5)5ld Sl 25 5 ilre slagSw » plcdld e
el lojen a8 Wil ligSa b (bls)l g lals, slags oo 5
(wopad w5 Ol O] ohy A iy Goi g WS el |y Sl
sly 2l Ojlge Glacwlw 5 Oljhe i cpl 4l cole) 55,

D9 g bl sl Gois Lais Jlo ope 1 g el a5 g8

&

ui.:f\g L uwS L;’b)w‘ pegC ) .(\\°~\) Ly 32 ¢ 885 g C:‘”J]?f‘ ‘@'SJB [V]
(P Y oyt o> gsy - Jolliw o> gaw )0 ()aS
RRTAARIA
(Sl gl (B w5 WS L Jellog o> slate ) s

¥y

bl el o) Jlesl (Jb ol b s 50 Jbo caailels 4
D pbol sl Jol g pogad iy dler Sl pdy Boi ile)
Sl w2 2)90 )3 Sl (igmuilyiS ile (lellin (sl guuslyss
25 b psil syl mlr dle oxie Jlo plojl gilsS
D0l 4l conline ¢ Blad )l

o g (Boi> Slolio (gl (gilucad b 5 bjgel sloasly slx]
Glae dadoliy ool oyl (Malliops sl 235 550 (glynl g b oo
&9 slaoliaad 5 Jlo pladl o3 05,5 ile lallpe (slaslutel |
S Oldes 08 o jglate 4 AiS dgut (S 95 SS9
Wl sl 25 «csilore (csSas )3 W g5 4l jslis bl ;)
(o pl8l 03y 09)5 5 aote Jlo (lojl custel (glygd 325k I 0394
Do (poga o> diej )3 039 & s Boi> (AB 4 i Canl (S
2 Gl yauilgiS ozmen olbyeuileS (Ferreira, 2024, p 76)
2 Sl ml ade sodie Jlo (lojls (90slsiS 5 (gpmle mali 390
Sl Kan S S 5l > Cule) b ) el polas Bl 03
lolid > Gl (il ylls Cogi g baodly Jols aie 5> (ledliyn
Sde oSty olelis > (ol g5k plsiea 5 Bj)lse)
0938 g oo anlids o sladilobn 4 Wi 5,5 (o piwd 1I50 o
loysaS” Jlo g (Bois Slolie sl (Bigel sloaslyy dnogi ol
S ioily Cogli 4 @lyglds Cluag b apalye )3 ofgh il
Abikoye et al., 2024,) 5,5 salss oS diej oyl jd Sl 5 o)y
(p 1839-1840

S 25 Ao -V
5l d)ﬁfo% Y ‘431)91;5 bl oS Gk 5l b y9,5
Mol s 95 Sldas sl g 9y o (gl clp g slasolid

1. https://www.lawfaremedia.org/article/confusion---contradiction-
in-the-un--cybercrime--convention

2. https://www.fatf-gafi.org/content/dam/fatf-gafi/recommenda-
tions/FATF%20Standards%20-%201X%20Special%20Recommen-
dations%20and%20IN%20rc.pdf.coredownload.pdf



European and Global Studies]. https://thesis.unipd.
it/retrieve/9ectb519-¢683-4fb6-8a26-a8d1d129bc21/
Thesis-SeyedhamidrezaAlavi.pdf

[13] Al-Qarawee, H.H. (2015). The discourse of ISIS:
Messages, propaganda, and indoctrination. In Monica
Maggioni & Paolo Magri (Eds.), Twitter and jihad: The
communication strategy of ISIS (pp. 145-166). ISPI. Via
Clerici, 5.

[14]Bogdanova,I.(2022). The legality of unilateral economic
sanctions under public international law. In Unilateral
sanctions in international law and the enforcement of
human rights: The impact of the principle of common

concern of humankind (Vol. 9, pp. 59—-158). Brill Nijhoff.
[15] Burgess, A., Hamilton, R. & Leuprecht, C. (2024).

Terror on the blockchain: The emergent crypto-crime-
terror nexus. In Doron Goldbarsht & Louis de Koker
(Eds.), Financial crime, law and governance: Navigating

challenges in different contexts (pp. 203-227). Springer.
[16] Chertoff, M., Bury, P. & Richterova, D. (2020). Bytes

not waves: Information communication technologies,
global jihadism, and counterterrorism. International

Affairs, 96(5), 1305-1325.

[17] Davis, S. (2021). Economic sanctions, communication
infrastructures, and the destruction of communicative
sovereignty. In Sanctions as war: Anti-imperialist

perspectives on American geo-economic strategy (Vol.

212, pp. 63-76). Brill.

[18] Dowlah, C. (2025). Economic and financial sanctions of
the United States: Legal perspectives. In Economic and
financial sanctions under international law (pp. 28-69).

Cambridge University Press.

[19] Douhan, A. (2022). The changing nature of sanctions
in the digital age. In Digital transformations in public
international law (1st ed., Vol. 317, pp. 99—132). https://
sanctionsplatform.ohchr.org/record/20981?In=en&v=pdf

[20] De Silva De Alwis, R. (2025). Gendering the new
international convention on cybercrimes and new norms
on artificial intelligence and emerging technologies.

Washington Journal of Law, Technology & Arts, 20(2),
1-41.

Yy

oo 0FY) Glre «Sely 5 Lo pdaze g et sl [V]
2 pP 6 altody Jo 5yl 9y0l8  CoaS Jlosl (SisSy
YO-0F (FNY oy )8 SOllllas . Jlodl s o8> o5 5

w225 o> (Ve r) U e ys g Jine ol ) «093,65 [¥]
olasl 5 Sl o)l igled - Jgl Sl T Olel b Ao
2B y9l &)l

CuaSle g oo Jlo flojls slam 25 (YY) (o2 (JlpL [0]
il Jsl Sle gslas Lojsesl g (cule dome a0 3096
Ol (Boi>

lophdl G IFY) by (s 5 Gl Oleled [F]
Sgiagy e Jlo plojls o3laidl glog 25 b (s ye
AT (Y)Y g0 5 coolasi] 5o

sy gils o 13 Sag, (VF+Y) (ool o i 9 Glor clioled [V]
slogingy ollom ilye » Juemd 258 b 2bs)
AFAVY (V) ool 5 Jlo 3o

[8] Abikoye, B., Ebunlomo, U., Stanley Chidozie, A., Adesola
0., & Ayodele, O. (2024). Regulatory compliance and
efficiency in financial technologies: Challenges and
innovations. World Journal of Advanced Research and

Reviews, 23(1), 1830-1844.
[9] Adel, A. & Norouzifard, M. (2024). Weaponization of the

growing cybercrimes inside the dark net: The question
of detection and application. Big Data Cognition and
Computation, 8§(91), 1-37.

[10] Afina, Y., Buchser, M., Krasodomski, A., Rowe, J., Sun,
N. & Wilkinson, R. (2024). Towards a global approach
to digital platform regulation: Preserving openness amid
the push for internet sovereignty (Research Paper).
Chatham House, the Royal Institute of International

Affairs. Digital Society Initiative.

[11] Antoniuk, D. (2024, July 19). US sanctions two members
of Russian ‘Cyber Army’ hacktivist group. The Record.
https://therecord.media/cyber-army-russia-us-sanctions

[12] Alavi,

conflicts and its impact on international security: A

S.H.R. (2024). The evolution of cyber

comprehensive analysis [Tesi di laurea, Universita degli

Studi di Padova, Scuola di Economia e Scienze politiche,


https://therecord.media/cyber-army-russia-us-sanctions
https://thesis.unipd.it/retrieve/9ecfb519-e683-4fb6-8a26-a8d1d129bc21/Thesis-SeyedhamidrezaAlavi.pdf
https://thesis.unipd.it/retrieve/9ecfb519-e683-4fb6-8a26-a8d1d129bc21/Thesis-SeyedhamidrezaAlavi.pdf
https://thesis.unipd.it/retrieve/9ecfb519-e683-4fb6-8a26-a8d1d129bc21/Thesis-SeyedhamidrezaAlavi.pdf
https://sanctionsplatform.ohchr.org/record/20981?ln=en&v=pdf
https://sanctionsplatform.ohchr.org/record/20981?ln=en&v=pdf

standpoint of its social and political dimension. Russian
Journal of Criminology, 14(1), 156-165.

[30] Kuzior, A., Tiutiunyk, 1., Zielinska, A. & Kelemen, R.
(2024). Cybersecurity and cybercrime: Current trends

and threats. Journal of International Studies, 17(2), 220-
239.

[31] Nave, E. & Lane, L. (2023). Countering online hate
speech: How does human rights due diligence impact

terms of service? Computer Law & Security Review, 51,
105884, 1-18.

[32] McDonnell, E. (2024). Challenging externalisation
through the lens of the human right to leave. Netherlands
International Law Review, 71(2), 119—-154.

[33] Miao, M. (2024). Regulating digital platforms through

sanctions. Washington International Law Journal, 33(2),
389-452.

[34] Moiseienko, A. (2024). Crime and sanctions: Beyond
sanctions as a foreign policy tool. German Law Journal,
25(1), 17-47.

[35] Faraji Dizaji, S. & Murshed, S.M. (2024). External
arms embargoes and their implications for government
expenditure, democracy, and internal conflict. World

Development, 173, 106410, 1-17.

[36] Farber, S. (2025). The evolving nexus of cybercrime
and terrorism: A systematic review of convergence and
policy implications. Security Journal, 38(29), 1-23.

[37] Fidler,

D.P. (2016). Cyberspace, terrorism and

international law. Journal of Conflict and Security Law,
21(3), 463-485.

[38] Fidler, M. (2025). Fragmentation of international
cybercrime law. Utah Law Review, 3(4), 737-804.

[39] Ferreira, 1.C. (2024). Description of the Financial
Action Task Force. In The legal status of the Financial
Action Task Force in the international legal system (Vol.
7, pp. 8-120). Brill Nijhoft.

[40] Tsesis, A. (2017). Social media accountability for

terrorist propaganda. Fordham Law Review, 86(3), 605-
631.

[41] Lombardo, G. & El Khoury, C. (2023). Investigating,

prosecuting, and sanctioning terrorist financiers. In

Yy

[21] Erickson, J.L. (2020). Punishing the violators? Arms
embargoes and economic sanctions as tools of norm

enforcement. Review of International Studies, 46(1), 96-
120.

[22] Passalacqua, M. (2024). Online radicalization and
cybersecurity: Case study - Belgium [PDF]. University
of Bologna. Prepared for Cybersecurity & Cyber Warfare

Courses.

[23] Packin, N.G. & Volovelsky, U. (2024). Digital assets,

anti-money laundering, and counter financing of
terrorism: An analysis of evolving regulations and
enforcement in the era of NFTs. In N. G. Packin (Ed.),
The Cambridge Handbook of Law and Policy for NFTs

(pp- 78-102). Cambridge University Press.

[24] Purcell, J., Schantz, D. & Shire, J. (2023). Terrorism-
related targeted financial sanctions. In C. A. El Khoury
(Ed.), Countering the financing of terrorism: Good

113-152).

practices to enhance effectiveness (pp.

International Monetary Fund.

[25] Pytlak, A. & Lad, S. (2024). The UN Security Council
discusses cyberthreats tointernational security: Highlights
and takeaways from a Security Council meeting on the
cyber threat landscape and implications for international
peace and security. The Henry L. Stimson Center. (April
15). https://www.stimson.org/2024/un-security-council-

cyber-threats-to-international-security/

[26] Giumelli, F., Hoffmann, F. & Ksigzczakova, A. (2021).
The when, what, where and why of European Union

sanctions. European Security, 30(1), 1-23.

[27] Gul, S. & Ullah, N. (2024). Cybersecurity and
international law: Addressing state responsibility in a
digitally interconnected world. International Journal of

Human and Society (ITJHS), 4(3), 601-609.
[28] Jayawickrama, N. (2017). The right to freedom of

movement. In The judicial application of human rights
law: National, regional and international jurisprudence
(pp. 448-489). Cambridge University Press.

[29] Kuleshova, G. (2020). The legal basis of countering

cyber-terrorism in Russia and in other countries from the


https://www.stimson.org/2024/un-security-council-cyber-threats-to-international-security/
https://www.stimson.org/2024/un-security-council-cyber-threats-to-international-security/

225-241.
[45] Tran, D. (2018). The law of attribution: Rules for

attributing the source of a cyber-attack. Yale Journal of

Law & Technology, 20(3), 376-441.
[46] Wood, M. (2013). The role of the UN Security Council

in relation to the use of force against terrorists. In
Larissa van den Herik & Nico Schrijver (Eds.), Counter-
terrorism strategies in a fragmented international legal
order: Meeting the challenges (pp. 317-333). Cambridge

University Press.

[47] Stanciulescu, A. & Andreea, A.M. (2025). Impact of
digital platforms on individual rights. In Encyclopedia
of contemporary constitutionalism (pp. 1-10). Latest

edition.

ye

Chady El Khoury (Ed.), Countering the financing of
terrorism: Good practices to enhance effectiveness (pp.
89-112). International Monetary Fund.

[42] Lemnitzer, J.M. (2022). Back to the roots: The laws of
neutrality and the future of due diligence in cyberspace.
The European Journal of International Law, 33(3), 789—
819.

[43] Li, E. (2019). Fighting the “Three Evils”: A structural
analysis of counter-terrorism legal architecture in China.
Emory International Law Review, 33(4), 311-365.

[44] Theodore, O. (2017). How international law can deal
with lack of sanctions and binding targets in the Paris

Agreement. Journal of Sustainable Development, 10(5),





