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ABSTRACT: Cyberspace has become an essential aspect of the telecommunication industry due to
the increasing reliance on digital infrastructure and the exponential growth of data traffic. However,
with the emergence of technologies such as 5G, the Internet of Things (IoT), and cloud computing, the
attack surface of these infrastructures has expanded, introducing new challenges and vulnerabilities that
necessitate complex security protocols. On the other hand, the lack of treaty documents and customary
international law in the realm of cyberspace is highly noticeable. It should be noted, however, that
the absence of specific rules does not imply that states are free to conduct cyber operations without
restrictions. Although existing customary and treaty laws do not explicitly regulate cyber operations,
through interpretative tools, existing rules can be extended to include cyber operations. Thus, in the
absence of global consensus on the application of international rules to cyber operations and the lack
of uniform practices among states, the Tallinn Manual 2.0 is recognized as one of the significant efforts
toward regulating cyberspace. This document examines the international law applicable to cyber
operations and seeks to provide a legal framework for managing the challenges in this domain. In its
eleventh chapter, the manual addresses international telecommunication law through four rules, offering
related observations and considerations. Therefore, this research, using a descriptive-analytical method
and relying on library resources, seeks to examine and analyze the positions of the Tallinn Manual 2.0
regarding international telecommunication law.
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11. Multimedia Streaming.
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5. Internet of Things (IoT).
6. Cloud Computing.
7. Botnet.
8. Distributed Denial-of-Service (DDoS) Attack.



oy 5 "Bl Foeh Jl gpSele e Sdeb Lol
Bl eyiwd  ass j clablxe (gl 1) Mosly (gladiuns 2> S
e 51 o 43 o i (555 e g (Adel etal., 2021, p 8)
& @byl gns winde )8 Bia 1) SosS by lgcunS g ymle
S iz il 3 355 3] liors (el (S (5l ol gane
(Adel et al., 2021, p 13) sitwg )95 5

YA odlo wlwly oacld pl iy lo Wb odeld cpl pu s jo
Gyl ol Ban g o gl bl Mol 4l askulul
ole Lo dlae sl Mol olbls)l clad caas 5 (o yiwd
sbxl el oS 1y Ll b g claedys (V icasl gy ol 4 YA
el Sl )l By (15 5 20 S35 i p3Y Sl 5 o JUS
ol OSel s B (Y taims bl sl (gy5p5 (5 bl yd o yia Co
Slles 4,55 85 ladrgy 9 bbb, 5 ookl b b Slugwls ¢ b JULS
ol Slles Lulps ;> mb s o 059 o)l cisad oy yigo ool LS
slacdyy (Vg plRen (5 9 e lacdytn b g odd ()l
(F ans clatbes 95 gpeld 13 Sluwul 5 LS o) 5 Wb g
S o el sy ()uaSs ely o 1) Slelidl ul s cdgy o
corblonlye ans plosl sl ()9 00 Molliye (bl slajlae 5l ogs
1S o s g gl ) Laseide aad dus & 0l claaly $Yousls
et 1y 489 (9 9 @ Ml o)l &7 lacali sl
b o S s sl o j cbls w

Slagss o5 Wil 38lg5 Ll 13 Y b claaly lolis,
el (s ) el | o)l 5 cblis gly <y
e > gd aiby plosl (gly S0d o5 29805 placdlupj Jelid
sy by oS Wil 38195 e Mg ped odldiwl Cilu ool
Oligss Siwd a4 Olgas & g gyl Glagas wisld Cpl o
Gk 51 €5 M ples lacdg 4 1S o Ll Logas ()13,

oss NS B alags cpl coley gl w8 o Ol & s,

5. Intrusion Detection System (IDS).

6. Intrusion Prevention System (IPS).

7. Firewall.

8. Packet Shaping Devices.
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11. Best Efforts.
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2. Duty to Establish, Maintain, and Safeguard International Tele-
communication Infrastructure.
3. Denial-of-Service Attacks.
4. Rapid and Uninterrupted.
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2. Safeguard.
3. Maintain.
4. State’s Jurisdiction.
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8. Harmful Interference.
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7. Wireless Internet Service Providers (so-called “WISPs’).
8. Master International Frequency Register (MIFR).
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