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Most of the terrorist activities that have taken place over the past two decades
have been based on accurate information, which has led to disturbances in
the security and some extensive damages and it is a major threat to public
and government infrastructures. The dramatic expansion of such activities
has shown the necessity and importance of the correct location and protection
of these infrastructures in order to reduce the damage caused by the attack to
increase the reliability of facilities for providing services. In such cases, a
Stachelberg game is formed between the system designer and the attacker.
Due to the high value and the lack of accurate information in the context of
confliction, in this research, we are going to model the location-interdiction-
protection problem under asymmetric information as a bi-level programming
model and explore the advantages and risks of neglecting the information
asymmetry in decision-making. In order to solve the suggested bi-level
model, two solution methods are proposed. At first, Karush-Kuhn-Tucker
conditions are used to convert the model to a single level model.Then for

large size problems, we develop a matheuristic which searches the solution
space of the upper level problem according to tabu search principles, where
a hash function calculates and records the hash values of all visited solutions
for the purpose of avoiding cycling, and resorts to a CPLEX based exact
solution technique to tackle the lower level problem. Test results show
efficiency and effectiveness of the proposed heuristic algorithm.
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